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MPAKTUYHI ACNEKTU
PO3IroPTAHHA BEJINKUX
MOBHUX MOAEJIEN

B IOKAJIbHUX MEPEMXAX

Y cmammi po3anadaromsca npakmu4Hi acnekmu pos-
20pMAHHA 8e/IUKUX MOBHUX Modenel (LLM) y nokaneHux
Mepexax 019 06pobKU KoHiOeHyiltiHoT iHhopmayii. Aemo-
pu aHanisytome Moxaugocmi ¢ppeltimgopkis, makux ak LM
Studio, Ollama, Anything LLM ma Koboldcpp, y pi3Hux cye-
Hapisx apximekmypu knieHm-cepgep. Ocobusy yeazy npu-
0ifleHo PYHKUYIOHAIbHUM 0OMeXXeHHAM, MexXHIYHUM HIOaH-
Cam HanawmysaHHsa, a Maxkox eppekmusHocmi U 6esneyi
BUKOPUCMAHHA cucmem 015 8UpilUeHHsA 3a80aHb y 8ilicbKo-
gili ma Haykoaili cchepax. 3okpema, onucaHo KOMbIHayio
¢pelimgopkie Anything LLM ma Ollama, ska 3a6e3neyye
iHmezpayito 3 6a3zamu 3HaHe Yepe3z mexaHiam Retrieval-
Augmented Generation (RAG), 00380/15104uU op2aHizysamu
3axuujeHy 06pobKy 0aHUX y JIOKA/IbHOMY cepedosuli.

BuknadeHo nepesazu apximekmypu Ha 6a3i ppetimgop-
Ky Koboldcpp, wio niompumye kacmomisauito modeneti ma
iHmezpayito 3 GPU 011 npuckopeHHs obyucsieHb. Po3anis-
Hymo npobnemu, AKi BUHUKAIOMb NPU 8UKOPUCMAHHI LM
Studio 0118 cmeopeHHs cepeepHOi iHpacmpykmypu uepes
obmexeHy (yHKuioHaneHicms APl ma cknadHowi 3 Hana-
wmysaHHAM docmyny. Hazonowyemecs, wjo onmumanie-
HUM 8U6OPOM 0J1 JIOKAIbHO20 po320pMmaHHA LLM y kni-
€HmM-cepaepHili apximekmypi € noeOHaHHs Anything LLM

AK iHmepghelicy kopucmysayda ma Koboldcpp Ak cepsepHoi

nnameopmu. Taka cucmema 3abe3neyye 2Hy4KiCMeo, eko-
HOMIlo pecypcig i 8UCOKY 3axuwyeHicme OaHUX, WO OCO-

6/1UB0 8AXKIUBO OJ1F 3aCMOCYBAHb Y Chepi HaUiOHAIbHOI

6e3nekxu.

Knioyoei cnoea: nokaneHi 8enuki MosHi moderi, 06-
pobKa KoHgiOeHYiltiHOT iHhopmayii, KrieHM-cepeepHa
apximekmypa, ¢petimsopku LLM, nokaneHa mepexa,
Retrieval-Augmented Generation, 6e3neka OaHux, Hasna-
wmyeaHHA cepaepis.

BCTYII

3amporoHoBaHa B [ 1] 3arajbHa KOHIICTIIIIS 3aCTOCYBaHHS
JIOKaJIbHUX BEJIMKUX MOBHUX Mozernel (LLM) Ty GPT-40
[2] Ta O1 Big OpenAl [3] aist 06poOKku KOHGIIESHITIHHOT
iH(OpMaIii 10CHTh MPOCTO Peallizy€eThes IIPH PO3TOPTAHHI
LLM 3a nomoMororo cnemiaabHuX GpeiMBOpKiB THITy LM
Studio [4], Ollama [5] ta in. Ix mocniana excruryaramis,

MIpOBE/ICHa aBTOPaMH B IHTepecax TEXHIYHUX IepeKyaliB,
MIITOTOBKY 3BITiB 1 BUKOHAHHS IHIIMX 3aBAaHb y cdepi
PO3BHTKY 030pO€HHS Ta BIHCHKOBOI TEXHIKH, 3aCB1IUMIIA
CBOIO ¢(DEKTUBHICTE.

Cuenapiii, kosin 1octyn kopucrysada 10 LLM 3aiiic-
HIOETHCS 0€3 BUKOPHUCTAHHSI CEPBEPHUX CIIPOMOXHOCTEH
(hpeltMBOpKiB, € HAHOLTBII JOCTYITHUM JIJIs BTUICHHS. J{erio
CKJIAJIHILINM CTa€ BapiaHT cepBepHOro gocTymy a0 LLM,
SIKMH 1T0Tpe0ye NEBHUX IOTIEPEIHIX HAJAIITYBaHb, OJTHAK B
pexxuMi Localhost iforo 3a6e3nedyroTs Maiixke BCi 3a3HaUCHI
¢pelimBopku. Hroancu BUHHMKAIOTH, KOJIH JJISl TIO/IOJIAHHS
00MeXeHOCTI 00YHCIIOBAIIBHUX PECypPCiB KOHKPETHOTO
KOMIT IOTEPHOTO 00JalHAHHS MOTPIOHO PO3HECTH Y MPOC-
TOpi KopucTyBaua i cepsep 3 LLM B pamkax jokanbHOT
Mepexi 3 opranizauiero goctymny 10 LLM 3 KiIi€HTChKHX
tepMinaiiB. Kpim npobieM anMiHiCTpyBaHHS JIOKaJIbHOT
MEpexXi, y TAKOMY BHUITJKy BUHMKAIOTh W 1HIII IPAKTHYHI
MTUTaHHS, OCKLIBKY, SIK BUsIBIIIOCS, He Bci LLM-¢dpeiimBop-
KM MOXYTb OyTH 3alisTHI JIJIs1 peastizalii Takoi apXiTeKTypH.
OxpiM (QyHKITIOHAIBHIX OOMEXCHb, I0JJaTKOBOIO CKIIAIHi-
CTIO € CYMICHICTb pi3HHX (ppeliMBOpKIB, OCKUIBKH HE BCi 3
HUX HIITPUMYIOTh apXITEKTYpy KIIEHT-CEPBEP Y JOKATBHUX
MeperKax, 10 BUMarae TeCTyBaHHS 1 IIEPeBIPKH MOXKIIMBOCTI
B3a€MOJIIT MDXK HUMH Y BUOpAaHOMY CIIeHapii.

Mera cTarTi nojisArae y J0CiiJUKeHHI 0COOIMBOCTEH PO3-
TOPTaHHS JIOKAJIbHUX BEJIMKUX MOBHHX Mozeneit (LLM) mis
00poOKH KoH i AeHNiHHOT iH(OopMAaLii 3 aKIIEHTOM Ha pi3Hi
apXiTEeKTypHI pillICHHs Ta IHCTPYMEHTH peajtizauii. 30kpe-
Ma, CTaTTs OyJe 30Cepe/PKeHa Ha aHai31 CIeHapiiB, KON
noctyn 10 LLM 31ificHIOETBCS B paMKax KIIiEHT-CEpBEpHOT
apxIiTeKTypH y JIoKaJbHill Mepexi. OcoOnuBa yBara mnpu-
JIUIATUMETBCS TTIOPIBHSIHHIO MOXJINBOCTEH (DpeiiMBOPKIB,
takux sk LM Studio, Ollama, Anything LLM [6] Ta iH., B
KOHTEKCTI X 3IaTHOCTI MiITPUMYBATH BiIIaICHHNA JOCTYII
10 LLM, a Takok po3misiy TEeXHIYHMX HIOAHCIB, 1110 BUHHU-
KAKOTh MPH TX BUKOPHUCTAHHI JJIs1 3a0e3MeUeHHAS HaliHHOCTI
Ta Oe3rnexkn 0OpOOKH JaHUX.

APXITEKTYPA «KJIIEHT-CEPBEP»

HA OCHOBI KOMBIHAIIII ®PEIMBOPKIB

ANYTHING LLM TA OLLAMA

EdexruBHnMit miaxin mis posropraHas JokaasHIX LLM
3 MOKITUBICTIO BiJIaJIEHOTO OCTYILY O HUX B JIOKAIBHIN
MEpeXi IMosrae y BUKOPUCTaHHI KoMOiHaIi (peliMBOPKiB
Anything LLM [6] Ta Ollama [5] y cuenapii kirieHT-cepBep.
Ha puc. 1 mpeacraBneHo 3aranbHy apXiTeKTypy Takoi CHCTe-
MH, III0 BUKOPUCTOBYE KOMOiHai0 (hpeiiMBopky Anything
LLM Ta ceprepnoi mnardopmu Ollama mis po3ropranas
LLM y KJi€HT-CepBEepHOMY CEPEIOBHIINI 3 JOJATKOBOIO
migTpumKoro Retrieval-Augmented Generation (RAG) [7].
ApXITeKTypa CHCTeMH TTOAIIeHa Ha KiTbKa (PYHKIIOHATEHIX
O7I0KiB: amapaTHe 3a0e3MeueHHs Ta MepekeBa iHQpacTpyk-
Typa, IporpamMue 3abe3medeHHs, a TakoxX Moayinbs RAG,
AKHi 3a0e31medye iHTerpariro 3 6a3aMu 3HaHb Ta KOH]iIeH-
LiHHUX JTOKYMEHTIB.

AmaparHe 3a0e3Me4eHHs Ta MepekeBa iHPPaCTPyKTy-
pa BkiodaroTs cepBepu Ollama, ocHamieHi nponecopaMu
(CPU) ta rpacdiyammu mporecopamu (GPU) mst 3a6e3me-
yeHHA eexTuBHOI podotn LLM. CepBepu migKiIrodeHi 10
noxainbpHOT Mepexi (LAN), mo 103BoJIsie aBTOPU30BAHUM
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KOPHCTyBa4aM OTPUMYBATH JOCTYII 10 cucteMu. Jlist min-
BUIICHHS PiBHS O€3MEKN BUKOPHUCTOBYETHCS CETMEHTAITisS
MEPEKi, 10 3a0e3Meuye 1300 PI3HUX KOMIIOHCHTIB CHC-
TEMH Ta KOHTPOJIIOE TOCTYI MiXK HIMH.

[Iporpamsue 3a0e3medeHHs PEACTaBICHO iHTepdeiicom
KOpHUCTyBaua, SKAi pealizoBaHo 3a JOIOMOT00 (hpeiiMBOp-
Ky Anything LLM, 1o 3a0e3rneuye B3a€MO/Iit0 KOPUCTYBaviB
3 monesutio LLaMa-3.1-8B [8]. [nrepdeiic no3Bossie Kopuc-
TyBadaM, sIKi IIPAIIOIOTh Ha pOOOYHX CTAHIISMX, HAICHIATH
3anutu 10 LLM Ta nucraHniiHo oTpUMyBaTu pe3ysibTaTti
00pOOKY BiIMOBITHUX 1HCTPYKIIIH.

Jlns 306epiraHHs JaHWX BUKOPHCTOBYETHCS CXOBHIIE Ha
OCHOBI MIBHJIKICHMX HakonuuyBadiB SSD, sike rapanrye
MIBUJIKAH TOCTYT 10 HEOOXiTHUX (aiiiiB. 3a moTpedu, as
pobotu 3 monesutto LLaMa-3.1-8B MoxyTb OyTH BUKOpH-
cTaHi (ppeMBOPKU IHOOKOTO HaBUaHHS, Taki sk PyTorch
ta TensorFlow, ays 3a0e3neueHHs e(h)eKTHBHUX O0YHCIICHB
Ta oHaByanHs LLM Ha TOKyMeHTaxX KOpPHUCTYBadiB.

Retrieval-Augmented Generation (RAG) Bkitouae mMo-
IIyJb IHTErparlii, IKui 3ade3mneuye B3aemomito Moxaeri LLM
13 30BHIIIHIME 6a3amu 3HaHb. MexaHi3m nomyky (Retriever)
BUKOPHCTOBYETBCS [UIsl OTPUMAHHSI peJIeBaHTHOT iH(popMarii
3 3arajbHOI 0a3u 3HaHb a00 MEPCOHAIBHOI 0a3u 3HAHb, SIKa
MOXe MICTUTH crienudiuny iHopmaliiro, HeOOXiqHY JUIs
O1TBII TOYHOTO KOHTEKCTHOTO aHamidy [7]. Lle mo3Boisie
MOJIeJIi TeHepyBaTH OibII pesieBaHTHI Ta 0OTpyHTOBaHI
BIJITIOBI/Il HA 3l TH KOPUCTYBadiB. TaKuii MiJIXiJ] TO3BOJISE
opraHizyBaT 00poOKy KOH}iIeHIiiHOT iHpopMarii, 3a6e3-
MEeYYIOUH PH [[bOMY FHYUYKICTh B YIIPaBJIiHHI JOCTYIIOM Ta
MacmTabOBaHICTh CUCTEMH. PO3IIsiHEMO eTanbHIlIe, K
MOJKHA HaJIaIITyBaTH Ta IHTETPyBaTH 3a3HadeHi GppeiimBop-
KU JUTS TOCSITHEHHS i€ METH.

CepBepHa 9acTHHA CHCTEMH Iependadae po3ropTaHHs
Ollama, mo Bignosinae 3a okajabHy podory LLM, Bu-
KOPHUCTOBYIOUH pecypcu cepepy, 30kpema GPU ta CPU,
Juist eeKTUBHOT 00poOKH 3anmuTiB. CepBepHa KOMIOHEHTA
JIOZIATKOBO HAJIAILITOBYETHCS 32 JOMOMOTOI0 (PpeiiMBOPKY
Anything LLM, 1110 103BOJIsI€ YIPABIATH MOJCILTIO, 00pP0O0-
JISITH 3aIIMTH Ta BIIIPABIISITH BIAMOBI/I KITIEHTaM Ha OCHOBI
rpadigroro inTepdeticy. KopuctyBadi oTpUMyrOTh JOCTYIT
10 LLM depe3 KIIi€HTChKY YaCTHHY, sIKa 1 IKITIOYAETHCS J10
cepBepy 3a J0TIOMOTOI0 JIOKAITEHOT MepeKi, BAKOPUCTOBYIO-
qu [P-anmpecy cepBepa Ta BU3HAYCHUH TTOPT. 3aIUTH BiJl KJTi-
€HTIB BBOAATHCS Uepe3 IiajoroBuii inrepdeiic yary 3 LLM,

1o inrerpoBanuii 1o Anything LLM. Jlaini uei ¢ppeiiMmBopk
BUKOHY€E (YHKIIIi MapIIpyTH3allii, 3a0e3meueHHs Oe3MeKH Ta
nepenadi 3anurty 10 Ollama, sika 00po0isie X, BAKOPHCTO-
Byroun LLM, i moBeprae BiAmoBias kiieHTaM. B3aemomis
MIX KJIIEHTOM Ta CEpBEPOM MOXKe 3/1ificHIoBaTHCs Yy (hopmari
JSON, 110 n103BOIISIE JTETKO 0OPOOIISATH T2 BUKOPUCTOBYBATH
OTpYMaHi JIaHi B aBTOMaTH30BaHUX TPOIIECax.

3a3HaueHa apXiTeKTypa Mae HU3KY IlepeBar, OCHOBHOIO
3 SIKUX € 3a0e31eveHHs 0e3MeKn, OCKITBKH cucTeMa (DyHK-
I[IOHYE B JIOKAJIbHIHM Mepexi, 1110 130J1F0€ aHi Bij [HTepHeT,
i IBUIIYIOUN 3aXUCT KOH(DimeH iitHOT iHpopmarrii. Buko-
puctrannsa Anything LLM cnupaetscs Ha 1eHTpaIi30BaHe
YIPaBIiHHS CUCTEMOIO, 1110 CIIPOILYE KEPYBAHHS IOCTYIIOM,
MOHITOPHHT aKTUBHOCTI Ta MacIITabyBaHH. 30KpeMa, MOXK-
Ha BijmaneHo nepemukarucs 3 oguiei LLM Ha inmy 6e3
motpebu mepesamycky Ollama-cepsepy.

Po3misiHyTa apXiTeKkTypa KIIiEHT-CepBep Takoxk 3ade3re-
Yy€ MaclITabOBaHICTh CHCTEMH HIJSIXOM JI0JIaBAHHS HOBHX
MOBHHUX Mojelieil Ha cepBep Ollama, e KOKHUN KII€HT
(xopucTyBa4) Ma€ AOCTYH O PI3HUX MOBHUX MOJIENEH,
MIpH [IOMY BCi BOHH MOXYTh TIpaIffoBaty 3 pisHuMu LLM
(puc. 2).

CyTTeBo, 1m0 omepariitHa cuctema Windows mormyckae
TaKOX MOXJIHMBICTh 3aIlyCKy KIJIbKOX PI3HHUX CEpBEpiB
Ollama ogHOYacHO, KOYKHOMY 3 SIKUX ITPU3HAYAETHCS CBIH
IP-agpec. Lle 103BoMsE PO3MUTNTH KOPUCTYBAUiB 32 PI3HAMHA
MOBHUMH MOJICJISIMH H JICIIO PUCKOPIOE POOOTY KUIBKOX
3 HUX MOPIBHSHO 3 BHUIIAJIKOM CyMICHOTO JIOCTYIY KiJTbKOX
KJIIEHTIB JI0 OIHOTO CepBepa.

BonmHowac, ofHUM 3 BHKIIMKIB € HEOOXiIHICTh HAJAMITY-
BaHHSI JIOKAIBHOT MEPEXi /715 3a0€3MEeUeHHS TOCTYITy CepBe-
pa JuIs KIJIIEHTIB, 1110 MOYKE BUMAararH IIeBHUX 3HaHb y cdepi
MEpEekKEeBOTo aaAMiHicTpyBaHHS. [IpOAYKTHBHICTS CHCTEMHU
TaKOX 3aJICKUTh BiJ] MOTYXKHOCTI CepPBEPY; OCKUIBKHU Y pasi
HeJI0CTaTHOCTI pecypceis, Hanpukiaa, GPU, MoXyTb BUHU-
KaTu IOMITHI 3aTPUMKH B 00OpOOIIi 3arUTIB.

Jlnst ycnimHoro BIPOBAPKEHHS OIIMCAHOI apXiTeKTypH
HEOOXiHO MPOBECTH ii TECTYBaHHS 3 METOIO OILIHKH IPO-
JIYKTUBHOCTI CHCTEMH Ta BHUSBICHHS MOXKJIMBUX BY3bKHX
Micib. 30KpeMa, sK 3’scyBaniocs, ocoonuBicTio Anything
LLM € HEeMOXJIMBICTh mepeaadi sl aHai3y MYJIbTHMO-
nanpHi LLM, sanpuknan, LLaVa [9], 300pakeHb, SKIIO
BOHH TOTIEPEIHBO HE PO3MIILIEH] Y CIelliabHil 6a3i JaHuX.
Ha puc. 3, 4 npoieMOHCTPOBAHO €TaIM ITiJKITIOYEHHS KO-

AmnapaTHe 3a6e3neYeHHS Ta MepexXeBa iHppacTpyKTypa

CermeHTaLis Mepexxi ——Jp» JlokasibHa Mepexa (LAN)

KopucryBadi Ta po6odi cTaHIiii

KopucTyBaui

(ABTOpM30OBaHi cniBpobiTHUKM) N T epp————

> (Anything LLM)

Po6oui cTaHuil
(MpucTpoi kopucTyBayis)

Cepsepu Ollama
(CPU & GPU)

.y

CxoBuule AaHux
(SSD)

IIporpamsue 3a6e31n

_—-——""

DpeMBOPKM rNBOKOro HaBYaHHS
(PyTorch, TensorFlow)

—» Mogesnb LLaMa-3.1-8B

etrieval-Augmented Generation (RAG)
Moaynb iHTerpauii RAG — MexaHism nowyky — P 3arasibHa 6asa 3HaHb

(Retriever)

T

MNepcoHanbHa 6asa 3HaHb

Puc. 1. Tunoswuii BapianT posropranss jgokansHoi LLM Ha npukiani ykpainomoBHoi Bepcii Llama-3.1-8B
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Mpouecn MpogyaueicTe Kopuctysaui  Soxnagio  Crywn

39%

Masi'ars.

[ oltsma flama_server.cxe 92434 M6
77681M5.

9792 MB

TUSMR

B Konsaramit paox: - ollama run llama2-uncensored: b

neneid Ha onHoMy cepBepi Ollama B onepaniiiniit cucremi Windows

/N Unsaved Changes Cancel

INSTANCE SETTINGS Agent Skills

© AlProviders
RAG & long-term memory

@& Admin

View & summarize documents

& AgentSkills
Scrape websites
& Customization

E3 Tools Generate & save files to browser

Generate charts

Contact Support

Pri 1’
rivacy & Data Web Search Enable your agent to be able tol SQLto answer you questions by connecting to
various SQL database providers.

SQL Connector
Your database connections

£ Custom Skills + NewSQLconnection

Noimported skills found
Learn about agent skills in the AnythingLLM Agent Docs.

/) Unsaved Changes Cancel

SQL Server

Connectionname
mysql
Database user Database user password

admin root

Server endpoint

192.168.30.193

Database

[ mysql

e

Puc. 4. Bubip cuctemn kepyBaHHS 023010 TaHHUX Ta MiAKIIOYEHHS 10 cepBepy 0a3u JaHUX
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pUCTyBaJa JI0 CepBEpy Takoi Oa3u JaHUX 1 HANAIITYBAaHHS
SQL-kiieHTa, MO iHTErpOBaHUH y cepexoBuiie Anything
LLM, nig norpedu KOHKpETHOTO 3aBiaHHs. [licis npose-
JICHHS TTiATOTOBYMX POOIT KOPHCTYBAY Ma€ MOKIIMBICTh HAI-
CHJIaTH 3aIuT /10 0a3u JIaHUX, BUKOpHCTOBYIOuM SQL-KJIi-
€HTA, IIPH IIHOMY BYKITUBO MPABIIHFHO HANAIITYBATH 3aITHT,
100 BiH BIAMOBIZAaB CTPYKTYpi Oa3w JaHHX Ta 3abe3redyBaB
JIOCTYH 710 TOTpiOHOTO 300paxeHHs. [Ticis BianpasieHHs
3armuty MynstumonansHa LLM LLaVa Bukonye Horo aHami3
1 CTBOPIOE OIKC YU aHAJI3ye JeTaji 300paXKeHHs 3TiIHO 13
3aBIaHHAM KOpucTyBada. Ha prc. 5 HaBeIeHO MPHUKIIaI TeK-
CTOBOTO OIHCY, OTPUMAHOTO ITicist 00pOOKH 300paKeHHsI, Ha
SKOMY Bignaneno posropuyra LLaVa ycnimHo posmizHaia
00’€KTH, CIIeHy Ta KOHTEKCT 300pa’keHHsI, IO JT03BOJIsE
IHTETpyBATH 11l 1aHi B TIOAAIbINUI aHai3 uK 3BiTH. Takuit
TAX11 0COOMMBO KOPUCHUH JUIS 3aBIaHb, I¢ HEOOXiTHO aB-
TOMAaTH3yBaTH MPOIEC OTPHUMAHHS OITUCY BEJIMKOT KITBKOCTI
300paKeHb, IO MICTITHCS Y CICIiaTi30BaHUX 0a3ax JaHUX,
JlaTaceTax, Mpe3eHTaIlisIX TOIIO.

B mporeci TecTyBaHHS 1 TOBCSKIEHHOTO BUKOPHUCTAH-
HS HEOOXiTHO 3aCTOCOBYBAaTH CHUCTEMY MOHITOPHHTY Ta
JIOKYMCHTYBAHHS J[i¥ JI7Is1 BYACHOTO BUSIBJIICHHS TIPOOIeM i
MIPOBEICHHS ayauTy MOCTYyIy. JloryBaHHS mporieciB (QyHK-
ioHyBanHs cepBepy Ollama BinOyBaeThes B (aiinax kope-
HeBO1 TeKH cepBepy (puc. 6). B Hiii 3a joromororo GyHKIii

CA Anything LLM

+ New Workspace

test

what's inthe photo?

what's inthe phot...

+ NewThread

«Viewlogs» MoxHa nobauntn ¢aiinu 3 toramu y Gopmari
* tXt, 3MICT SIKHX BiIKPHBAETHCS 32 JOTIOMOTOIO CTaHIAPT-
HOTO 3aCTOCYHKY Iepensiay TeKCToBUX (aitiis (puc. 7).

Jlo 0OCHOBHHUX HEOIMIKIB OIMMCAHOTO TTiIXOAY MOYKHA BiJI-
HECTH BIZICYTHICTB JIE€TAIILHOTO OIKCY Ipoliecy podoTH
PI3HMX MOBHHUX Mojeiei Ha cepBepi rerepanii Ollama.
30Kpema, TOCHUTh TOBEpXHEBa iH(OpPMAIIis, IKa MICTUTBCS Y
BKa3aHHX JIOTaX, HE JI03BOJISIE OLIIHUTH IIBUJIKOII0 KOHKPET-
Hux LLM y TokeHax 3a CEeKyHIy, pO3MipH 3alUTiB KOPHC-
TyBauiB Ta 00csiru Bignosineit LLM y Tokenax. Takox 10
HEIOTiKiB MOJKHA BiTHECTH Te, 110 cepBep reHeparii Ollama
BUKOPHCTOBYE JiHIIe ODillifiHi MOBHI MOJIEII, SIKi HEOOXIIHO
3aBaHTAXYBAaTH 3 opraity ollama.com, 10 ycKi1aHIOE Ipo-
Iec KacTtomizarii MOBHUX MOJEIEN Ha OCHOBI TEXHOJIOTIH
TIOHUHTY [9].

B minomy x, y BilickKOBii# cdepi 3ampornoHoOBaHa KOM-
Oinanis ¢peiimBopkiB Anything LLM ta Ollama moxe
e(heKTUBHO 3aCTOCOBYBATHCS /ISl 0OPOOKH PO3BiqyBajb-
HUX JIaHHX, aBToMaru3ailii popmyBaHHs 00WOBHX HaKas3iB,
CTBOPEHHSI 3BITIB 1 MATPUMKH ITPUITHATTS PIlICHb Y PEXUMI
peamsHOTO "acy [10, 11]. Iarerpamis Anything LLM sx
KJIIEHTCBKOTO iHTepdeiicy 3 MOXKIIMBICTIO HAJIAaHHS JOCTYITY
Yepes JIOKaJbHY MEPeXKy KOMaHIHHUX ITyHKTIB, IITa0iB Ta
YCTaHOB 3a0€3MeUNTh MYJIBTHMOIAIBHAN CEPBIC IJIsI KOMaH-
JIPIB 1 aHAJTITHKIB, JO3BOJISIFOUH IM OIIEPAaTUBHO 00pOOIISITH

Theimage shows a person wearing military-style gear, which includes a camoufiage uniform, helmet, goggles, and
holding what appears to be arifie. In the background, there’s a wall with aninsignia onit, suggesting this could be a
military base or training facility. There are no texts visible in the image.
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0 Ded

Puc. 5. Pesymerar onmcy 300pakeHHs 3a qormomoroto LLaVa v.1.5

Ia's [Jata 3n1|iHEH\;n Tun Pozmip

server.log 30,00.2024 15:15 TeKcTOBMiA AOKYM... 241 KB
app.log 30.09.2024 11:33 TexcTosuii AoKyn... 1Kb
app-2.log 30.09.2024 11:09 TekcToBMIA AOKYM... 3KB
server-2.log 30.09.2024 11:08 TekcToBWI AOKYM... 51 Kb
@ server-4.log 30.09.2024 8:27 TekcToBUIA AOKYM... 43 Kb
app-4.log 27.09.2024 15:45 TekcToBMi JOKYM... 1Kb
server-5.log 27.09.2024 15:40 TekcToBuii AOKYM... 158 Kb
app-5.log 26.09.2024 1:07 Tekcroewii Aokym... 2 KB
upgrade.log 25.09.2024 23:46 TekcToBuii A0KYM... 253 Kb
2] config.json 05.08.2024 9:46 ®aiin JSON 1KB

| updates 25.09.2024 21:48 Manka ¢aiinis

Puc. 6. Jlor-daiinm Ha cepsepi Ollama
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IHOOPMALIINHI CUCTEMMW

time=2024-09-27T15:45:50.081-07:00 level=INFO source=server.go:176 msg="

[El app-210g
server-2log
server-4log
app-4.log
[E server-5.10g
[El app-5.og
[ upgradelog
77 configjson
ipdates

A server

s @ app-4.og: noxror
[ serverlog Qaiin  Pegaryeanns Oopmar Burnsg [Josiake
[Z app.log ‘time=2024-09-27T15:45:50.019-07:00 level=INFO source=logging.go:50 msg="ollama app started”

"unable to connect to server”

time=2024-09-27T15:45:50.081-07:00 level=INFO source=server.go:135 msg="starting server...™

time=2024-09-27T15:45:50.114-07:00 level=INFO source=server.go:121 msg="started ollama server with pid 3164"
time=2024-09-27715:45:50.114-07:00 level=INFO source=server.go:123 msg="ollama server logs C:\\Users\\dv\\AppData\\local\\Ollama\\server.log"

Qaiin Pegarysarns  Gopmar Burnsa [osigca

2024/09/30 11:32:37 routes.go:1153: INFO server config env="map[CUDA_VISIBLE_DEVICES: GPU_DEVICE_ORDINAL: HIP_VISIBLE_DEVICES: HSA_OVEI
‘time=2024-09-30T11:32:37.635-07:00 level=INFO source=images.go:753 msg="total blobs: 30"

‘time=2024-09-30T11:32:37.636-07:00 level=INFO source=images.go:760 msg="total unused blobs removed: 0"

7 app.log: Baokwor - || X

Qaiin Pegarysanna Oopmar Burnsa  Josiaka

time=2024-09-30T11:32:35.339-07:00 level=INFO source=logging.go:5@ msg="ollama app started"
time=2024-09-30T11:32:37.419-07:00 level=INFO source=server.go:176 msg:
time=2024-09-30T11:32:37.419-07:00 level=INFO source=server.go:135 m:
time=2024-09-30T11:32:37.432-07:00 level=INFO source=server.go:121 msg="started ollama server with p
time=2024-09-30T11:32:37.432-07:00 level=INFO source=server.go:123 msg="ollama server logs C:\\Users
‘time=2024-09-30T11:33:03.275-07:00 level-ERROR source=eventloop.go:123 msg="failed to show menu: Pop
time=2024-09-30T11:46:12.114-07:00 level=INFO source=logging.go:50 msg="ollama app started”
time=2024-09-30T11:46:12.149-07:00 level=INFO source=server.go:176 msg="unable to connect to server"
time=2024-09-30T11:46:12.149-07:00 level=INFO source=server.go:135 msg="starting server..."
time=2024-09-30T11:46:12.152-07:00 level=WARN source=logging.go:76 msg="Failed to rotate log" older=
time=2024-09-30T11:46:12.155-07:00 level=INFO source=server.go:121 msg="started ollama server with p
time=2024-09-30T11:46:12.155-07:00 level=INFO sour 1lama server logs C:\\Users
time=2024-10-04T06:33:14.102-07:00 level-WARN source=updater.go:77 msg="failed to check for update:
time=2024-10-04T06:46:48.475-07:00 level-WARN source=updater.go:77 msg="failed to check for update:

637-07:00 level=INFO source=routes.go:1200 msg="Listening on 192.168.30.193:911 (version 0.3.12)"

638-07:00 level=INFO source=common.go:49 msg="Dynamic LLM libraries” runners="[cpu cpu_avx cpu_avx2 cuda_vil
638-07:00 level=INFO source=gpu.go:199 msg="looking for compatible GPUs"

646-07:00 level=INFO source=gpu.go:347 msg="no compatible GPUs were discovered"

646-07:00 level=INFO source=types.go:187 msg="inference compute” id=@ library=cpu variant=avx2 compute="* dri

37 | 200 | 0s | 192.168.30.193 | HEAD

38 | 200 |  848.208lms | 192.168.30.193 | POST " /api/pull”
53 | 200 | Os | 192.168.30.193 | HEAD e

53 | 200 | 65.5593ms | 192.168.30.193 | POST " /api/shou”

431-07:00 level=INFO source=server.go:103 msg="system memory” total="63.5 GiB" free="54.0 GiB" free_swap="62.
432-07:00 level=INFO source=memory.go:326 msg="offload to cpu" layers.requested=-1 layers.model=29 layers.off:
466-07:00 level=INFO source=server.go:388 msg="starting llama server” cmd="C:\\Users\\dv\\AppData\\Local\\Proj
468-07:00 level=INFO source=sched.go:449 msg="loaded runners" count=1

468-07:00 level=INFO source=server.go:587 msg="waiting for llama runner to start responding”

469-07:00 level=INFO source=server.go:621 msg="waiting for server to become available" status="1lm server err
build=3670 commit="4dc7409e" tid="19728" timestamp=1727721173

| n_threads=32 n_threads_batch=32 system info="AVX = 1 | AVX_VNNI = @ | AVX2 = 1 | AVX512 = @ | AVX512 VBMI =
listening | hostname="127.0.8.1" n_threads_http="63" port="49957" tid="19728" timestamp=1727721173

d meta data with 30 key-value pairs and 255 tensors from C:\Users\dv\.ollama\models\blobs\sha256-ddeSaa3fc5ffe
ng metadata keys/values. Note: KV overrides do not apply in this output.

o: general.architecture str = 1lama

1: general.type str = model

2: general.name str = Llama 3.2 3B Instruct

3: general.finetune str = Instruct

4 general.basename str = Llama-3.2

5: general.size_label str - 38

6: general.tags arr[str,6] = ["facebook”, "meta”, “pytorch”, "llam...
7 general.languages arr[str,8] = ["en", "de", "fr", "it", "pt", "hi",
8: 1lama.block_count u32 =28

9: 1lama. context_length u32 = 131072

10: 1lama.embedding_length u32 = 3072

31 1lama. feed_forward_length u32 = 8192

Pa12, cren 68 100%  UNIX (LF)

Puc. 7. Bigkpuri nor-daiiau poOOTH cepBepy Ta MOBHHUX MOJEICH

pizHOMaHITHY iHpOpMatito [12—14] ta npuiimatu oOTpyH-
TOBaHi pimeHHs. [Ipu 1boMy JUIs MATPUMKH Ha(IITHOCTI Ta
aKTYaJIbHOCTI CHCTEMH BaXKJIMBUM € PETyJIipHE OHOBIICHHS
mozesneir LLM, ¢peiiMBOpKiB Ta cucteM Oe3reKH Jyis 3a-
Oe3reueHHs CTiMKOT 3aXUIIEHOCT] JaHUX.

APXITEKTYPHI PILIEHHSA
«KJIIEHT-CEPBEP» HA OCHOBI
®PEIHMBOPKY KOBOLDCPP

[HIIMM MOKJIMBUM BapiaHTOM apXiTEKTYpH 1307b0BaHOL
cucteMu 3 JiokanbHOr LLM € 3actocyBanHs (ppeiiMBOpKY
Koboldcpp [15].

Iporpamue 3ade3neueHns Koboldcpp 6a3yersest Ha Tex-
Hosorii llama.cpp 1 Bkirowae API s Ginbimoi cymicHOCTI Ta
po3mHMpeHnx QyHKIIH, TAKUX K OaratodyHKIIOHATEHAHN KO-
puctysanbkuit intepdeiic (KoboldCpp Web Application), o
MIATPIMY€E POOOTY 3 MOCTIHHUMU CIICHAPIIMU, IHCTPYMEH-
TaMHM pe/laryBaHHsl, a TAKOXK PI3HUMH (DYHKIISIMU 11aM’STi.

B xonTekeri posropranas Koboldepp y kimieHT-cepBepHiit
apXIiTEeKTypi CIIiJ BKa3aTy, 10 CEpBEpHA YaCTUHA 3a3BUYAii
PO3TAILOBY€ETHCS JIOKAJIBHO, L0 JIO3BOJISE IHITMM KOPUCTY-
BayaM y JIOKaJIbHIH MEPEKi MiIKITFOYATHCS 10 Hel sIK KITi€HT
4yepe3 BKazaHy TOUYKY Joctyiy. Po3poOHuKH (peiiMBOpKy
Koboldcpp npomonyroTs ToToBI GiHApHI (aiiu s TaKIX
riargopm, sik Windows, Linux Ta MacOS, mo poOuts iioro
3pYYHHUM JUIsI BAKOPHCTAHHS HA PI3HUX ONEepaliiHUX CHCTe-
Max. 3amyck Koboldcpp moxmuBuii sik yepes rpadiunuii
inTepdeiic, Tak i yepe3 KOMaHJAHUH PsIOK, 3a0e3MeuyoYn
THYYKICTB SIK JIJIS TIOYATKIBI[IB, TaK 1 Ui JOCBiTYEHUX KO-
pucTyBayiB. Taka apxiTeKkTypa Haga€ MOXKJIMBICTb PO3TOPHY-
TH cepBep Ha TokaabHOMY Komir fotepi (localhost) i HamaBa-
TH KJIIEHTaM y MEpexi IOCTYI 10 (GyHKIIiil MOBHHX MOZIEIIEH.

s mpuckopennst oounciens Koboldepp miarpumye Bu-
xopuctanns GPU, 3okpema CUDA st NVIDIA ta CLBlast
st AMD rpadiunux kapt. Kpim mporo, pearizoBaHa MOox-
JUBICTH IEPEHECCHHS apiB oounciieHs Ha GPU, mo mo3Bo-
JISIE€ 3HAYHO TIPUCKOPHUTH Yac BUKOHAHHS 3aB/IaHb, X0ua IS

1OTO MOTPiOHO MaTH Oiybie mam’sTi B GPU. Binmosimamit
MeXaHi3M HaJIAIITOBYETHCS 32 JOIIOMOTOI0 KOMaH/I, TAaKUX
sk “--usecublas’ gt CUDA-npuckopenHs, Ta ‘--gpulayers'
JUIsl BHOOPY KIUJIBKOCTI IapiB, siki 00poomnsiroreest Ha GPU.

VY KIieHT-CepBEPHOMY PeXHMi cepBepHa yacTuHa Ko-
boldcpp 3amyckaeTbest 13 3aBaHTaAXKEHOIO MOBHOIO MOJIEII-
o (Hampukiag, komanaa koboldepp.py [ggml model.
bin] [port]"). KopucTtyBaui ab0 KITi€HTH i AKIIOYAIOTHCS 10
cepBepa uepes3 BKazaHy TOUKY JOCTYITy (Hampukia, http://
localhost:5001"), mo m03BoIIsIE 320€3MEUNTH IHTEPAKTHBHY
B32€EMO/IIIO, SIK 1€ TPOJIEMOHCTPOBAHO HA ITPEICTABICHOMY
Ha pHc. 8 300paXKeHHi.

I'padiunnit intepdeiic Koboldepp minrpumye pizHi
pexxumu aianory, Taki sk «Instruct Mode», o no3Bosisie
KOpHCTYBadaM BBOJAUTH 3alUTH OE3MOCEPEAHBO B TEKCTO-
BE T0JIe 1 OTPUMYBATH BIAMOBI/I Big MOBHOT Mozeni. [Tpu
oMy LLM MOXXyTh BUKOHYBATH Pi3HI IHCTPYKIIiT, TOAIOHO
IO CIIeHapiiB 00pOOKM TaHUX, SKi PO3TIISAAAIOTHECS B apXiTeK-
Typi cucremu JokanbHuX LLM [1].

[aTepdeiic kopucTyBada TakoX MICTUTh KHOIIKH «Con-
text», «Back», «Redoy, «Retry» ta «Add Img» ans mia-
TPUMKH IHTEPAKTHBHOI pPOOOTH, BKIIOUAIOYH MOKIINBICTh
JIOIaBaHHsI 300pakeHb JIJIsl PO3IIUPEHHs KOHTEKCTY. Taka
(YHKIIOHAIBHICTh MOXKE OYTH KOPHCHOIO B apXiTEKTypi,
Jie KJIIEHTH HAJICUIIAI0Th 3aITUTH JI0 CEPBEPHOT YACTUHH IS
00po0Oku iH(opMmarii, 30kpema, P BUKOPUCTAHH]I MYJIBTH-
MOZAJIBHUX MOJIEJEH, 110 MOXKYTh IPAIIOBATH 3 TEKCTOM Ta
300paKEHHSIMHU.

Iarerpanis Koboldcpp 110 kitieHT-cepBepHOT apXiTeKTypH
JI03BOJISIE BUKOHYBATH 3aBJaHHSA, sKi Oyim ommcadi B [1], a
came: LeHTpaizoBaHe ynpasiinas LLM, 3abezneuenns
3aXUCTy iH(pOpMaIii, a TaKOXK PO3MHUPEHHS (PYHKI[IOHATH-
HHUX MOXKJIMBOCTEH CUCTEMH JUIsi pOOOTH 3 PI3HUMH THIIAMU
MaHUX (TEKCT, 300pakeHHs Tomo). Hanpuknazn, Ha puc. 9
MPOJEMOHCTPOBAHO BapiaHT 3aIlyCKy areHTHOI MOBHOI MO-
neni [16] mis onmcanoi B [1] 3agavi reHeparii Koy miarpa-
MU TIPOTIECIB.
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[ & KoboldAl Lite x 4+
C localhost

New Session Scenarios Save / Load Settings

Welcome to KoboldAl Lite!
You are using the models koboldcpp/smol-llama-101m-chat-v1.q2_k.
You're using the custom KoboldAl endpoint at http://localhost:5001.

Instruct Mode Selected - Enter a prompt below to begin!
Or, load a JSON File or a Character Card here.
Or, select a Quick Start Scenario here.

Context Back Redo Retry Add Img

KoboldCpp
1.75.2

¥ EnterSends g Allow Editing

Submit

& 23°C Mostly cloudy A ENG

Puc. 8. I'padiunwmii intepdeiic Koboldcpp

New Session  Scenarios  Save/Load  Settings

Anything LLM (client)
Ollama (server)

a CREATE an diagram of stages:

1

2.
3. Local LLM

aid

h TD

A[Start] --> B[Client: Anything LLM]
--> C[Send Request to Server]

D[Server: Ollama]
-> E[Process Request]
F[Return Response]

G[Client]
H[Local LLM]
I[End]

Retry Add Img

KoboldCpp
1.75.2

¥ EnterSends gg Allow Editing

Generate
More

Puc.9. llpukian 3amycKy areHTHOT MOBHOI MOJICIII JUIsl TeHEpALlii KOy JliarpaMu IpoIeciB

Taxum unHOM, Koboldcpp moxe Oytn epexTuBHUM iH-
CTPYMEHTOM Y paMKax JIOKaJIbHOI apXiTeKTypH JuIsi 00poOKH
koH(pimeHMiHHOI iHpOpMaTii, 3a0e3MeTy0un MOKINBICTh
BUKOPHCTaHHS BEJIMKUX MOBHHX Mojejeil 6e3 HeoOxia-
HOCTI MiAKJIFOYeHHs 10 [HTepHety. s neTanpHOrO Hana-
IITYBaHHA (PEHMBOPKY CIIiJl BUKOPHCTOBYBATH CIIELiaIbHI
napaMeTpH, BUOIp SIKHX Tepei0aueHnit y MeHro inTepdeiicy
Settings (puc. 10). Kpim Toro, 11st BHKOHaHHS THITOBUX
3aBlaHb JOIIJIFHO OOMPATH MPEAyCTAHOBIICHI THITOBI CIie-
Hapii (puc. 11).

Po3risiHeMo jaii mpoTecToBaHi aBTopamMu KoMOiHamii
Koboldepp 3 inmumu dpeiimBopkamu. Lle moxe OyTtu pea-
J30BaHO 5K 3a TOTIOMOTOI0 Opay3epHOro iHTepdeicy, Tak i
gepe3 Creliani3oBaHi T0JaTK1, HaJIAIITOBaHI JIJIsl B3aEMOIIT
3 Anything LLM. Ik Bxe 3a3Ha9asiocsi, BAKOPUCTAHHS Ta-
KUX IHCTPYMEHTIB, sk Anything LLM, cripoiiye B3aeMoiiro
KOPHUCTYBA4iB i3 CHCTEMOIO, MOJETIIYFOYH JOCTYI KiJIbKOX

poOOYHMX CTaHIIIN 10 CEPBEPHOT YACTUHU 3 PI3HOMAHITHUMHU
(GYHKIISIMY, TAKMMU SIK aHaJi3 TEKCTiB a00 1HTEpaKTHUBHI
Oecimu 3 3acTocyBaHHsIM TexHONOTii RAG.

Komb6inauis ¢peiiMBopkis, ne Anything LLM Bucrtynae B
poui inTepdeiicy I yIpaBIiHHS 3aUTAMA Ta KOMaH/IAMH,
a Koboldcpp — sik oOuucnoBanbHuil OEKeH I, 0 albTep-
HaruBHUH Ollama, Ha/la€ MOXKIIMBICTH CTBOPUTH JIOKAJIbHY
CHCTeMY LITYYHOTO IHTEJIEKTY 3 IIUPOKHUMH MOMKIIMBOCTSIMH.
[Tpu oMy Braernest 00iliTn oomexxenHs: Ollama oo
NPUIATHUX 10 BUKOPUCTaHHS MOBHUX Mogeneil. Taka cu-
CTeMa 3/1aTHAa BUKOHYBATH SIK 0a30B1 3aBIaHHS, TaK 1 OLIbII
CKJIa/IHI IHTEPAaKTUBHI CIIeHapii y PO3MOiIeHIH apXiTek-
Typi, IO 0COOIMBO BAXKIIMBO IS 3aXUIIEHUX CEPEIOBHII,
Jie 4y TJIMBI JIJaHI HE MOXYTh OyTH IepeiaHi Ha 30BHINIHI
cepBepi. Lle 3abe3medye MOBHUN KOHTPOIh HAI TAaHUMHU
Ta 00YMCIICHHSAMH, 3aJUILIAIOUN iX BCEPEIHHI 3aXUIICHOT
JIOKaJIbHOI MEpexi.
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Settings

-Folma( -Samp\ers -Media -Advanced

Usage Mode @ Ul Style Select @

Instruct Mode v |l Classic Theme v

Give the Al instructions, questions, or do tasks. The classic Kobold Blue theme everyone loves.

Instruct Tag Preset @

Phi-3 Mini b2

Instruct Tag Format @
SystemTag @ I

Sys. Prompt @ (VRS

User Tag @ <Jend|><|user]>\n

Assistant Tag @ (IO

Muttiine Replies @
Continue Bot Replies @
Chat Match Any Name ©

Enable Markdown @
Trim Sentences @
“Trim Whitespace @
Compress Newlines @

localhost5001/#

Chat PrePrompt @
Adventure PrePrompt @
Fix Alpaca Leakage @

Inject Timestamps @
Inject ChatNames @
Assistant Jailbreak @

Puc. 10. deransre HamamryBanHs GpeitmBopky Koboldepp 3a momomororo crieriansHIX apamMeTpiB y MEHIO
inTepdeiicy «Settings»

Quick Start - Select A Scenario

Import from
aetherroom.club

Import from
aicharactercards.com

New Chat

Import from
characterhub.org / chub.ai

Import from
pygmalion.chat

No Scenario Selected

Puc. 11. Mento Bubopy npemycranoBieHux crenapiis Koboldcpp s BukoHanHs THIIOBUX 3aBaanb LLM

OBMEKEHHSI ®PEMMBOPKY LM STUDIO

Sk Gyro BkazaHo B [ 1], ocHOBHOYO iepeBaroro LM Studio
BUSIBUJIOCS 3aBAHTAKEHHS Ta BUKOPUCTAHHS KACTOMHHUX
(MomudikoBaHHX a0 CIICIiaTbHO CKOMITUTHOBAHNX ) MOBHHX
MoJenelt T KOHKpeTHY 3afaqy (puc. 12) Ta mogambIe ix
JIOKAJIbHE BUKOPUCTaHHS.

B mpomeci gocimimkeHs aBTopamMu O0yia0 BCTAHOBICHO,
o ¢peiimBopk LM Studio He MOxe OyTH BUKOPHUCTAHUM
B SIKOCTI CEpBEpy 3 BiJJAICHUM JIOCTYIIOM Ta OKPEMHM 3a-
CTOCYHKOM JUTS TTiIKITFOYECHHS 10 1HIIIOTO CepBepy reHepaiit
LLM Ha 6a3i Ollama a6o Koboldcpp depe3 BigcyTHIiCTh
(yHKIIOHATY KITIEHTCHKOI YaCTHHU.

[TpuunHa noJsirac B TOMY, 11O NPHU 3anycKy QyHKIIT
«CepBep» Ha 004HCIIOBaNbHIN MuaTdopmi GpeiiMBOpK
LM Studio pangomuo (BumaakoBo) npusHavae [P agpecy i3
JOCTYITHUX MEPEXXEBUX a/IalTepiB, IKUX HA CEPBEPl MOXKE

HayigyBartHcs Kitbka (puc 13). Binnosigno mist Toro, mob
(hyHKIisS cepBepa 3amycTmiiacsa Ha BiamoBigHii [P-agpeci,
HEOOXiIHO BUMHUKATH BC1 HasBHI MEPEKEBI IMiIKITFOUCH-
Hs OKpIM ajanTepa, Ha sIKOMY IpH3Ha4YeHa BinnosinHa [P-
azpeca, 1o poOHTh MPOOIEMATHYHUM BiIaJICHUN JOCTYII
6e3 nomaTkoBoi KoH}Iirypartii.

Pasom 3 TuMm, micnst mpoBeAeHHS HE0O0XiqHOT KOHDIry-
pauii Ta 3amycky (GyHKIIT cepBepa, IIOIepeaHbO 3a3HaYHB-
I BIATIOBITHUN TTOPT AocTymry Ha mardopmi LM Studio
(puc. 14), BraeThcs MepeBipuTH Mpane3aarHicTb Ta J0-
CTYIHICTH CepBepa reHepallii Ha JOKaJIbHIi aO0OHEHTCHKUN
crauIiii 3a gonomoror ¢yukiii «GET» uepe3 Beb-3acTo-
CYHOK 1 OTpUMaTH Ha3By MOBHOI MOJIEII, sIKa 3aBaHTa)KeHa
Ta BUKOPUCTOBYEThCA TuaTgopmoro LM Studio (puce. 15).

[lepexoHaBmIUCh B iHiMiami3alii MOBHOI Mozelni B LM
Studio, MokHa crIpoOyBaTH 3MIMCHATH TiIKITFOUCHHS KITi-
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£ WMsdio @ |

- i v N New & Noteworthy &'
[ Welcome to LM Studio y S O
EM sdem = pl:v:' 0:: 'fLrL:/Ilsiovemg' downlc: e ey Atiny and speedy Liama model from Meta, optimized for multilingual dialogue use cases.
arge Language Models (LLMs) on your computer.
Uama3218

Aftiny Lama model Modl mfo

What are local LLMs?
© Which one should | download? Lama 3.2 38

Th
# What is Quantization?

& Can LLMs run code? Qwen2.5 Coder 7B

oning and code fixin

& Base model vs. Chat tuned model Choose a download option ©®

# | downloaded an LLM, now what? Qwen2.5 148

0  Vimosipo nomicumeca

& Download 1.32 GB

Hugging Face Stats
hugging-quants/L1ana-3.2-18-Tnstruct-Q8_6-GGUF @

8556

ted September 25, 2624 (13 days ago)

IntemLM 2.5 208

LLaVA VIS

The original LLaVA e input and textual instruction f

Puc. 12. OcHOBHE MEHIO 3aBaHTAXKEHHS MOBHUX MOJEIIEH

‘9 Mepexesi nigknrouerns - = X
A U > Mamens kepysanns > Mepexa ii Ineprer > Mepexesi nigktouenhs v o Mowyik: Mepexesi ... 0

B~ @ @

Ynopsgkysath v

|| Embedded NIC1 (= Embedded NIC 2 ~| | Ethernet = | Integrated NIC 1 Port 1-1
;,E _ Network %’E Unidentified network l"' BunkHyTo %E/ _ Mepexesuii kabenb He nigkatoye...
@27 Broadcom NetXtreme Gigabit Eth... @7 Broadcom NetXtreme Gigabit Eth.., %7 Remote NDIS Compatible Device b4 @2 Broadcom NetXtreme E-Series Ad...

Integrated NIC 1 Port 2-1

;,N‘ _ Mepexesnii kabenk He nigatoye...

@7 Broadcom NetXtreme E-Series Ad...
X

: | SLOT2Port4
"o Mepexesnii kabenb He nigkroye...
)4 @27 Broadcom NetXtreme Gigabit Eth...

!‘ SLOT2 Port 1
5& vEthernet (Broadcom NetXtreme

@2 Unidentified network

Mepexesuii kabenb He nigkatoye...
b4 @2 Broadcom NetXtreme Gigabit Eth..,

Gigabit Ethernet £6 - Virtual Switc...

L-h SLOT2 Port2
o Mepexesuii kabenb He nigiioue...
X G#7 Broadcom NetXtreme Gigabit Eth...

l: vEthernet (Remote NDIS
el _ Compatible Device - Virtual Switch)
& BumiryTo

:h’ SLOT2 Port 3
o, Mepexesuii kabenib He nigkntove...
X @2 Broadcom NetXtreme Gigabit Eth...

Puc. 13. [Ipukiag HasiBHUX MEPEKEBUX a/lallTEPiB HA cepBepi

enTcekoi yactuan AnythinglL. LM no cepBepy rereparii LM
Studio (puc. 16), 3a3HauuBim IP-agpecy Ta mopt 10CTyIry
0 cepBepa. B pe3ynbrari Monenb, sika 3aBaHTaKCHA Ha
cepBepi rerepartii, aBTOMaTHIHO MiAKIIOYA€THCA Ha KITi-
€HTCHKIN YacTHHI.

[Ticns BuOGOpy MOBHOT MOJIENTi HEOOX1THO 3IICHUTH Ha-
JamTyBaHHs pododoro npoctopy AnythingLLM (puc. 17)
Ta mepeKoHaTucs, mo 6axxana LLM migkirodeHa y Bij-
noBifHOMY 4aTi. OJHAK yCHiNIHe BUKOHAHHS OMHUCAaHUX
orepaltiii He T03BOJIMIIO 3a0€3MCUUTH TOCATHEHHS TOJIOBHOT
METH JTOCITKSHHS, IO TojITrana y peatizamii uary 3 LLM,
OCKUIbKH T€CTOBA BiNPaBKa MOBIIOMIICHHS Y 4aTi IPU3BO-
JUTH 10 BUHUKHEHHS IIOMIJIKH (prc. 18).

B norax Ha cepBepHiii yactuni (puc. 19) tex dikcyerbes
mommiika «Only user and assistant roles are supported», 1o
03HaYae, M0 TaHa MOAETh MOXKE BUKOPHUCTOBYBATHCS JIUIIIC
3 POJISIMH «KOPHUCTYBau» Ta «aCUCTEHT». B maHoMy BHIa-
Ky JIOKQJIbHUH KITI€EHT CEpBIiCYy Ma€ POIlb «KOPUCTyBaday, a
CepBep — «aCHCTCHTAY.

BigmosigHO, Npu 3amuTi KIIEHTCHKOI YacTHHU Any-
thingLLM no cepsepy reneparii LM Studio BukoHy€eTbCS
KOMITUISLIS 3 TapaMeTpaMH «role — systemy ta «role —usery,
M0 HE MPHUITYCTUMO JIJIsl TOAAJIBINOT TeHepallil BiIoBii Ha
3aMKT y 3B’SI3Ky 3 HCKOPEKTHUM MapaMmeTpoM «Systemy.
BigmosigHO 10 TEXHIYHOT JOKyMEHTAITi1, 3a3Ha4eHOT Ha Oi-
niHomy caiiti LM Studio Ta Ha mardopmi pemo3utopiis

GitHub, Bu3HaueHHs 1aHOT TOMUIIKM HA MOMCHT HAITUCAHHSI
crarti He (DIKCyBaIOCH.

Taxox Oyio BUSIBIEHO HECIIPOMOXKHICTH podoTtu 3 LM
Studio B sikoCTi BimmaneHoro Kii€eHTa y KOMOiHaIlii 3 cepBe-
pamu Ha 6a3i iHmmX QpeiiMBopkiB. 1le o3Havae, 110 Haife-
(dexTuBHIIIM BapianToM BukopuctanHs LM Studio 3amu-
LIA€ThCs PO3ropTaHHs JokajibHOI LLM Ha onHOMY i TOMY
K komi 1otepi 3 LM Studio [1].

Bxazani BUCHOBKH OyJH i ATBEPKeHI HA OCHOBI aHAIZY
JIOCTYITHUX Marepiaiis [HTepHeT-hOpyMiB Ta JOKYMEHTALIT
LM Studio [17].

Inrerpauis LM Studio 3 iHmmmu cepBicaMn Ha OCHOBI
REST API Takox yckmanaeHa, ockinbku API LM Studio
HE Ma€e HeOOX1THUX MOYKITMBOCTEH VISl JIETKOTO KOHTPOJIIO
noctyiy. Cutyartist MOXKe 3MIHUTHCS y MailOy THbOMY, SIKIIIO
PO3POOHHKH 3allpOBaIATh MIATPUMKY MOBHOMIHHOTO API
a6o SDK st Python, mo no3BosinTh eeKTuBHilIe iHTe-
rpyBata LM Studio 3 inmmmMu cucremamu [18].

B sikocTi BUCHOBKY ClIIiJl 3a3HAYUTH, 1110 3aJIE)KHO BiJl
BHPIIIyBaHOTO 3aBJaHHs Ha JJAaHOMY €Talll PO3BUTKY TeX-
Honorit LLM kpamuM BHOOpPOM cepen po3IITHYTHX Ba-
piaHTIB X JIOK&JIbHOTO PO3TOPTAHHS € 3aCTOCYBaHHS B
SIKOCTi cepBepHuX miatdopm PppeiimBopki Ollama abo
Koboldcpp. ¥ pasi noTpedu y BUKOPHCTaHHI JTOJJATKOBO
HaJIAIITOBaHKX 32 JOMIOMOTO TFOHHHIa MOBHHX MOJIEIICH
Koboldcpp nuiraersest € TMHUM CEPBEPHHUM PILICHHSIM.
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= LM Studio

Loaded models
Server status

| Stop Server (Ctd+.) |

Configurable Options 1l <> CURL

Port @

Enable CORS

Serve on Local Network &

Verbose Logging

Server logs
11m load_print_meta: general.name MistralUkrainian2.@Merge
11m load_print_meta: BOS token
11m load_print meta: EOS token
11m load_print_meta: UNK token
11m load_print_meta: LF token
11m load_print meta: max token
11m load_tensors: ggml ctx siz
4 o EBUG] 11m load_tensors: CPU buffer size = 7338.64 MiB
EBUG]
1lama_new_context_with_model: n_ctx = 4096
1lama_new_context_with_model: n_batch = 512
1lama_new_context_with_model: n_ubatch = 512
1lama_new_context_with_model: flash_attn = @
1lama_new_context_with_model: freq base = 1000000.0
11 context_with_model: freq scale = 1
EBUG]
H CPU KV buffer si 512.00 MiB
1lama_new_context_with_model: KV self size 512.00 MiB, K (f16): 256.00 MiB, V (f16): 256.00 MiB
1lama_new_context_with_model: CPU output buffer size = 0.12 MiB
:08 [DEBUG]
11ama_new_context_with_model: CPU compute buffer size 296.01 MiB
1lama_new_context_with_model: graph nodes = 1030
1lama_new_context_with_model: graph splits = 1
2024-09-26 :13  [INFO] [LM STUDIO SERVER] Success! HTTP server listening on port
2024-09-26 :13  [WARN] [LM STUDIO SERVER] Server accepting connections from the local network. Only use this if you know what you are doing
2024-99-26 :09:13 [INFO]
2024-09-26 00:09:13 [INFO] [LM STUDIO SERVER] Supported endpoints
2024-09-26 ©0:09:13 [INFO] [LM STUDIO SERVER] -> GET http://192.168.40.1: 9/v1/models
2024-99-26 :09:13 [INFO] [LM STUDIO SERVER] -> POST http://192.168.40.1; 9/v1/chat/completions
2024-09-26 ©0:09:13 [INFO] [LM STUDIO SERVER] -> POST http://192.168.40.1 9/v1/completions
2024-09-26 ©0:09:13 [INFO] [LM STUDIO SERVER] -> POST http://192.168.40.1: 9/v1/embeddings
2024-89-26 : [INFO]
2024-09-26 00:09:13 [INFO] [LM STUDIO SERVER] Logs are saved into C:\Users\dv\.cache\lm-studio\server-logs
2024-09-26 00:09:13 [INFO] Server started.

Puc. 14. 3anyck dynxiii Cepsep Ha mardgopmi LM Studio

& > C A He kondigeHuininuii  192,168.40.181:999/v1/models
AsTomaTuune dopmaTysaHus ()
"data": [
"id": "Richarderkhov/SherlockAssistant_-_Mistral-78-Instruct-Ukrainian-gguf/Mistral-78-Instruct-Ukrainian.Q8_0.gguf",
"object": "model",
“owned_by": "lm-studio"
"épbject": "list"
i
2024-09-25.1.log: BaokHoT -
&) g o X
Qaiin  Peparysanns ®Qopmar Burnsa [Josiaka
~
[2024-09-25 23:46:40][DEBUG] 1lama_new_context_with_model: n_ctx = 4096
1lama_new_context_with_model: n_batch = 512
1lama_new_context_with_model: n_ubatch = 512
1lama_new_context_with_model: flash_attn = @
1lama_new_context_with_model: freq_base = 1000000.0
1lama_new_context_with_model: freq_scale = 1
[2024-09-25 23:46:40][DEBUG] llama_kv_cache_init: CPU KV buffer size = 512.08 MiB
1lama_new_context_with_model: KV self size = 512.00 MiB, K (f16): 256.00 MiB, V (f16): 256.00 MiB
1lama_new_context_with_model: CPU output buffer size = 0.12 MiB
[2024-09-25 23:46:40][DEBUG] llama_new_context_with_model: CPU compute buffer size = 296.01 MiB
1lama_new_context_with_model: graph nodes = 1030
1lama_new_context_with_model: graph splits = 1
[2024-09-25 23:47:17][INFO] Server stopped.
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] Success! HTTP server listening on port 999
[2024-09-25 23:47:20][WARN][LM STUDIO SERVER] Server accepting connections from the local network. Only use this if you know what you are doing!
[2024-09-25 23:47:20][INFO]
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] Supported endpoints:
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] -> GET http://192.168.40.181:999/v1/models
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] -> POST http://192.168.40.181:999/v1/chat/completions|
[2024-09-25 23:47:20][INFOJ[LM STUDIO SERVER] -> POST http://192.168.40.181:999/v1/completions
[2024-09-25 23:47:20][INFO][LM STUDIO SERVER] -> POST http://192.168.40.181:999/v1/embeddings
[2024-09-25 23:47:20][INFO]
[2024-09-25 23:47:20][INFOJ[LM STUDIO SERVER] Logs are saved into C:\Users\dv\.cache\lm-studio\server-logs
[2024-09-25 23:47:20][INFO] Server started.
v
€ >
Pa 131, cran 100 100%  UNIX (LF) UTF-8

Puc. 15. Pesynprar mepeBipku qocTyIry 10 cepBepHoi yactuau LM Studio
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C4Q Anything LLM

LLM Preference

INSTANCE SETTINGS These are the credentials and settings for your preferred LLM chat & embedding provider. Its important these keys are current and correct or else AnythinglL LM will not func
3 AlProviders

i LLM Provider

Vector Database
LM Studio

Discover, download, and run thousands of cutting edge LLMs ina few clicks.

r

Embedder

Text Splitter & Chunking

LM Studio Model Max Tokens
Voice & Speech

Tracrstion RichardErkhov/SherlockAssistal v 2000
. Choose the LM Studio model youwant to Maximum number of tokens for context
@ Admin use for your conversations. andresponse.
Agent Skills
o Hide Manual Endpoint Input ~
¢ Customization
] Tools LM Studio Base URL
http://192.168.40.181:999 V1

Gontact SupRott Enterthe URL where LM Studio is running.

Privacy & Data
M 8 o

Puc. 16. HanamryBanus kiienTcbkoi yactuau AnythingLLM

CAQ Anything LLM

) ég General Settings [Z] ChatSettings @ VectorDatabase Agent Configuration

+ New Workspace
Workspace LLM Provider

The specific LLM provider & model that will be used for this workspace. By default, it uses the system LLM provider and settings.

88 test

LM Studio
Discover, download, and run thousands of cutting edge LLMs ina few clicks.

A
v
28 LMStudioServe_. I, &

Workspace Chat model

The specific chat model that will be used for this workspace. If empty, will use the system LLM preference.

L default

+ NewThread RichardErkhov/SherlockAssistant_-_ Mistral-7B-Instruct-Ukrainian-gguf/Mistral-7B-Instruct-Ukrainian.Q8_0.gguf

Chat mode
Chat Query
Chat will provide answers with the LLM's general knowledge anddocument context that is found
Chat History
The number of previous chats that will be included in the response's short-term memory. Recommend 20. Anything more than 45

islikely to lead to continuous chat failures depending on message size.

20

Prompt
The prompt that will be used on this workspace. Define the context and instructions for the Al to generate aresponse. You should
to provide a carefully crafted prompt so the Al can generate arelevant and accurate response

Given the following conversation, relevant context, and a follow up question, reply with an answer to the
current question the user is asking. Return only your response to the question given the above information
following the users instructions as needed.

Query mode refusal response

Whenin query mode, you may want to return a custom refusal response when no contextis found

There is no relevant information in this workspace to answer your query.

Puc. 17. HanamrryBanust po6o4oro mp py AnythingLLM
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CAQ Anything LLM

+ New Workspace

88 test

28 LMsStudioServe_ ", &

A Could not respond to message.

An error occurred while streaming response. network error

L default

+ NewThread

Puc. 18. Pesynprar BukoHaHHs 3anuty «Test»

= LM Studio

Loaded models

Server status

Configurable Options

Enable CORS ©®

Serve on Local Network ©
Verbose Logging
Server logs

¥
2024-09-26 00:16:59 [INFO]
Received POST request to /v1/chat/completions with body: {

@ Select a model to load (C

"model": "RichardErkhov/SherlockAssistant_-_Mistral-78-Instruct-Ukrainian-gguf/Mistral-7B-Instruct-Ukrainian.Q8_0.gguf",

"stream”: true,
"messages”: [
i
ystem",

"Given the following conversation, relevant context, and a follow up question, reply with an answer to the current question the user is asking. Return only your response to the

“"role": "user”,
“content”: "Test"
¥
1
"temperature”: 0.7
3

2024-09-26 00:16:59 [INFO] [LM STUDIO SERVER] Running chat completion on conversation with 2 messages.

2024-09-26 00:16:59 [INFO] [LM STUDIO SERVER] Streaming response...
20: [DEBUG]
1 Error predicting: Error: Only user and assistant roles are supported!

at C:\Users\dv\AppData\Local\LM-Studio\app-8.3.2\resources\app\.webpack\main\1lmworker.js:25:92930

at W.value (C:\Users\dv\AppData\Local\LM-Studio\app-0.3.2\resources\app\.webpack\main\llmworker.js:25:92636)

at Q.evaluateCallExpression (C:\Users\dv\AppData\Local\LM-Studio\app-@.3.2\resources\app\.webpack\main\llmiorker.js:25:87882)
at Q.evaluate (C:\Users\dv\AppData\Local\LM-Studio\app-0.3.2\resources\app\.webpack\main\1lmworker.js:25:91940)

at Q.evaluateBlock (C:\Users\dv\AppData\Local\LM-Studio\app-@.3.2\resources\app\.webpack\main\11lmworker

25:87358)

at Q.evaluateIf (C:\Users\dv\AppData\local\LM-Studio\app-@.3.2\resources\app\.webpack\main\11lmiorker 89941)

at Q.evaluate (C:\Users\dv\AppData\Local\LM-Studio\app-@.3.2\resources\app\.webpack\main\1lmworker.j:
at Q.evaluateBlock (C:\Users\dv\AppData\Local\LM-Studio\app-@.3.2\resources\app\.webpack\main\1lmworker

91300)
25:87358)

at Q.evaluateIf (C:\Users\dv\AppData\Local\LM-Studio\app-@.3.2\resources\app\.webpack\main\1lmiorker.js

Q \Users\dv\AppData\Local\
A3 6 O 6 [ OR] Only user al i
= 2024-09-26 00:16:59 [INFO] [LM STUDIO SERVER] Client disconnected. Stopping generation..

LM Studio 0.3.2

Developer

Studio\app-0.3.2\resources\app\ .webpack\main\1lmworker.j

Puc. 19. Jlor Bukonauus 3anuty «Test»

TIpu mboMy AJTs1 T ATPUMKH JIOKAJTBHUX 0a3 JaHUX 3 KOHQi-
JIeHIIHOTO iH(opMartiero Ha 0cHOBI MexaHi3My RAG ciifn
obupar KOMOIHAIIIIO B IKOCTI KIII€EHTCHKOTO MTPOTPaMHO-
ro 3acrocyHky Anything LLM, a cepsepa — Koboldcpp.
Taknii miaxiJ 103BOJINUTH 36KOHOMUTH KOIITHU IILJISIXOM
BIJIMOBH BiJl PO3POOKH BJIACHOTO a00 3aCTOCYBaHHSI TPO-
MPIETAPHOTO MPOTPAMHOTO 3a0€3MEUYCHHS 1 CTBOPUTH Tie-
peIyMOBH ISl BIPOBA/KEHHS TEXHOJIOTIH IITyYHOTO iH-
TEJIEKTY Y MOBCSIK/ICHHY BIFICHKOBY Ta HayKOBY JiSUTBHICTD
Yy KOPOTKi CTPOKH.

CIIMCOK MOCUJIAHb
1. Cmrocap B.I. JlokanbHi BelnKi MOBHI MOJeNi st 00-
poOku koHpineHiHHOT iHpopMarii. O30poeHHS Ta Biii-

e

cokoBa TexHika. 2024, Ne 4(44). C. 79—91. https://doi.
org/1034169/2414-0651.2024.4(44).79-91.

OpenAl. GPT-4 technical report. arXiv, 2024. [Online].
Auvailable: https://arxiv.org/abs/2303.08774.

R. Marino. Fast Analysis of the OpenAl O1-Preview Model
in Solving Random K-SAT Problem: Does the LLM Solve
the Problem Itself or Call an External SAT Solver. arXiv
preprint arXiv:2409.11232, 2024. [Online]. Available:
https://arxiv.org/abs/2409.11232.

LM Studio. 2024. [Online]. Available: https://Imstudio.ai/.
Ollama. 2024. [Online]. Available: https://ollama.com/.
AnythingLLM. The all-in-one AI application, 2024.
[Online]. Available: https://anythingllm.com/.
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Slyusar V.I., Husakovskyi L.P.

PRACTICALASPECTS OF DEPLOYING LARGE
LANGUAGE MODELS IN LOCAL NETWORKS

The article examines practical aspects of deploying
large language models (LLMs) in local networks for
processing confidential information. The authors analyze
the capabilities of frameworks such as LM Studio, Ollama,
Anything LLM and Koboldcpp within different client-
server architecture scenarios. Particular attention is paid
to functional limitations, technical nuances of configuration,
as well as the efficiency and security of utilizing these
systems to address tasks in military and scientific domains.
Specifically, the article describes a combination of Anything
LLM and Ollama frameworks, which ensures integration
with knowledge bases through the Retrieval-Augmented
Generation (RAG) mechanism, enabling secure data
processing in a local environment.

The advantages of architecture based on the Koboldcpp
framework, which supports model customization and
integration with GPUs to accelerate computations, are
detailed. Challenges associated with using LM Studio to
create a server infrastructure are also explored, particularly
due to its limited API functionality and the complexity
of access configuration. The article emphasizes that the
optimal choice for locally deploying LLMs in a client-
server architecture is the combination of Anything LLM as
a user interface and Koboldcpp as a server platform. This
system provides flexibility, resource efficiency and high data
security, which is particularly critical for applications in the
field of national security.

Additionally, the article highlights the importance of
testing and configuring the chosen frameworks to ensure
system reliability, scalability and compatibility with various
user scenarios. The potential use of such architectures for
tasks such as real-time intelligence analysis, automation of
operational commands and reporting processes in military
contexts is also discussed. These solutions are presented as
practical and cost-effective approaches to rapidly integrate
artificial intelligence technologies into everyday military
and scientific activities.

Keywords: local large language models, confidential
information processing, client-server architecture,
LLM frameworks, local network, Retrieval-Augmented
Generation, data security, server configuration.
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